Building a Governance Framework – ZapCo HR Project

Which policies are within scope:

1. Security Policy

2. Lifecycle Management Policy

3. Transaction Policy

4. Inventory Policy

5. Logging Policy

6. SLA (Service Level Agreement) Policy

Who is responsible for creating policies

· Architect (All policies)

· Configuration manager (Lifecycle, logging)

· Business (SLA's)

· Chief Security Officer (Security)

· Operations Manager (Transaction, Inventory)

Which policies are automatable:

1. Security Policy

2. Lifecycle Management Policy, some parts

3. Transaction Policy

4. Inventory Policy

5. Logging Policy

6. SLA Policy, some parts

How will policies be created and communicated

Policies are created in Architect forums together with stakeholder(s)

Policies will be documented in various different tools

SLA's as metadata that essentially is populated to system configuration settings

Utilizing document templates, wiki

What format will policies be expressed in?

Xml

Documentation

System configuration settings (configuration files etc)

How will policies be discovered and made discoverable?

Policies are tracked by change tracking mechanisms, date of creation, date of change, what are the changes

Procedures and checklists to verify compliance

Policies stored as metadata in service directory and also in documentation system

What tools will people use to follow policies?

Version control system, Documentation system, Review process, Operations manager, Wiki

How will management get visibility into policy compliance?

Reporting from automated tools

Documentation from review process

How will policy enforcement issues be addressed?

Services to be deployed that do not confirm with policies will be blocked by build, checkin and deployment procedures

Compliance issues will be addressed to Policy owner, who must decide if compliancy issue may be deviated from in this case and / or which other measures must be executed.

How should the architecture team be involved

Architecture team is involed an all activities

· Identify and remove contradictions in policy requirements and policy definitions

· Essential stakeholder in review process

· Perform sanity check to verify that policies are relevant and realistic to implement and enforce

· Verify that policies confirm with architecture
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