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S Data Specialists
Zapthin

< Responsible for all data-related
analysis, design, & deployment

e Understands native data layers within
the problem domain

e Performs metadata and data design
(logical & physical)
— Including middleware and data
abstraction/Data Services layers

< Knows how data are bound to Services

e Works closely with Service developers

XML schema skills are different from
relational database skills
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‘jf;apthink Security Specialists

[[[=

e Thinks about security that goes
into the SOA implementation at
each stage of rollout

Sure you
can bring your fish

+ ldentity management must be
systemic

< Creates and implements a
security plan during the project

e Security cannot be an
afterthought!

Security people don’'t like the openness of Services
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* Experts in the legacy systems that exist in the
problem domain
— Operating systems
— Hardware
— Application interfaces
— Networking interfaces

e Conduct performance tuning

e Some development if
necessary
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:_:\\U{/_ Service Development

~ U zapthink Specialists

 Implement Services using Service
development tools

 Understanding how Services link
to
— Data layer
— Compositions/processes

< High-end developers who design,
build, test, and deploy Service
implementations

Requires deeper skills than you might think
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AlfzapthlEkPMlcompOSItlon Specialists

» Understand the business processes

e Automate processes within a composition layer
— BPEL tools
— Process integration engines

e Understand & work with
— Logical process designs
— Processes yet to be automated
— Workflow
— Solutions to process problem at the business level

Business process SME is a different person from the
BPEL/BPM tool expert
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S+ Z Governance Tooling Specialists

A\erapthm

e Helps plan the role governance
plays within SOA

e Coordinates with IT governance
and corporate governance
teams

e Specifies governance
technology

e How to implement governance
in the course of the rollout

May be a new role

Copyright © 2011, ZapThink, LLC 66

33



™~

N, 7 Testing & Deployment
~ U zapthink Specialists

e Responsible for the
development of a formal
test plan

» Tests each
layer/component

e Coordinates with
operations

Bring existing QA team up to speed
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.‘\erapthﬁ)ngeCt Archivists/“Cybrarians

e Keeps track of design and documentation
artifacts

— Business requirements

— Application semantics

— Services analysis and design
— Process analysis and design
— Test plans

s

e Manages design time
repository

What was nice to have in traditional dev projects is
essential for SOA projects
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= . Elz<ternal Services Specialists
Zapthin

e Look outside of the
organization to meet
Services needs
— SaaS (Software as a

Service) providers

— Other Services you
don’t own

Remember, there’s a business relationship as well
as a technical one
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Case Study:
SOA Organizational Change &
Funding @ Novartis

Presented at Practical SOA: Frankfurt, Jan. 15, 2008

Licensed ZapThink Architect Bootcamp
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Q‘\_‘,//k _ Novartis

== ~ Company Overview
:erapthmk

« International Healthcare Company
— World's 4th largest healthcare company
— 90000+ employees
— 140+ countries
— Headquartered in Basel/CH
 Balance sheet facts (first 9 months 2007 in USD):
— Novartis Group
* $28.1B net sales (increased by 13%)
= $5.6B net profit (increased by 7%)

— Pharma Sandoz
e $17.9B net sales (1 8%) - $5.2B net Sales (1 21%)
— Consumer Health Vaccines and Diagnostics
* $4.0B net sales (1 10%) - $1.05B net sales (1 50%)
Copyright © 2011, ZapThink, LLC 71

Why SOA?

A__\erapthink

Globalization

Need to expand
capabilities world-wide

Changing
Populations .

Need to retarget and Consumerism

repurpose applications based Greater need for

on changing needs. personalization and

customization of capabilities. to
New Regulations The Patient meet diversified / demanding
Data Cloud individuals’ expectations.

Need to support
enterprise-wide @ -
policy

Support Innovation

enforcement that

may only be IT systems need to meet future needs - even
Increasing Cost beyond what can be anticipated today

regionally relevant i i
Need cost-efficient (flexibility and agility).
lifecycle-manage-

ment and operations.

Copyright © 2011, ZapThink, LLC 72

36



Qx\‘_//,? Challenge: 350

?ﬂiapthink Data Centers!
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3,500 Data Center Serv’*grs
350 Supported Sites Worldwide
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M,/ Reining in Complexity:
S~

= = Novartis Enterprise
U zapthink Architecture Council

The Enterprise Architecture Council hosts a chair for each IT department's
representative — including Global Infrastructure Services (GIS).

37



;}\U//-_ Enterprise Architecture

=~ = Ownership
:szapthmk
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|frocesses ]
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Novartis
Business

Business IT

Organisational roles &
responsibilities

Copyright © 2011, ZapThink, LLC 75
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== — Further refining of roles
e J

apthink

e Enterprise Architecture provides holistic view

e Business Architects have to drive Business Standards

e IT Architects have to drive IT-Standards

e EA Architects have to combine IT- and Business Standards
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\\‘// A Top-down, Process-Driven

I = EA Model @ Novartis

Alfzapthink
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;‘:\_‘///‘- Addressing the

:ij::zapthink Funding Challenge

« Different business domains require different EA
strategies

= Returns from IT investments depend on level of
digitalization.
= Costs:
= Enabling decentralized human decision making.
= Automating centralized automatic decision making.
= Optimizing process performance
= Achieving consistency
= Staff selection, placement, training.

e ldea: Focus on process-based funding. Seek money
for the process, not the project.

e Focus on the hot spots for SOA... all else is wasted.

Copyright © 2011, ZapThink, LLC 79
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= = _ Lessons Learned
:szapthmk

e Establish Business Architecture to move top-down (Business)
e Establish SOA Platform to move bottom-up (IT)

» Establish Enterprise Architecture program for holistic view

e Respect corporate culture

< Understand and apply architecture principles

e Focus SOA on the process, not on the project.

= Don’t just follow the crowd — understand your business’ regs:
e Education has the best ROI in all architecture fields

Copyright © 2011, ZapThink, LLC 80

40



3‘;\.‘ ///‘ |

:U,: - Module Review
.U, Zapthin

» The greatest set of SOA challenges are...
— Organizational challenges

e The “add not change” approach to architecture is
a challenge for...
— Existing Enterprise Architects

e The Ivory Tower problem is...

— Architects don’t have sufficient mandate for architectural
change

e A Service domain is...

— A set of business Services that share a common
business context, and the organization that manages
them

Copyright © 2011, ZapThink, LLC 81
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= , Exercise
:szapthmk

SOA ROI Calculation

Copyright © 2011, ZapThink, LLC 82
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Thank You!
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zapthink
LZA In-Class Exercise #8
Up-Front ROI Analysis

Team Members:

Up-Front ROI Analysis (45 minutes)

Technically, the (arithmetic) Return on Investment (ROI) equals the difference between
the final and initial values of an investment, divided by the initial value of that
investment. However, for all the reasons we discussed in class, calculating these values
for a SOA initiative ahead of the fact can be difficult. Nevertheless, architects are often
called upon to put together some kind of ROI analysis as a critical part of justifying a
SOA project.

For the purposes of this exercise, leverage the project that you have been working on in
previous exercises.

Select a core business driver to focus on. For each of the five core business driver we’ve
discussed (Reduction in expense, increase in reuse, improved visibility, business
empowerment, and business agility), select one your ROl analysis will focus on. Why did
you select the one you did?

All content and material Copyright © 2011, ZapThink, LLC. No distribution, publication, or
other use permitted without prior written authorization



zapthink
How would you calculate your initial investment in this project? Work through the
calculation, noting any assumptions you make for the purpose of the exercise.

How would you calculate the final value of the project? Work through the calculation,
noting any assumptions you make for the purpose of the exercise.

All content and material Copyright © 2011, ZapThink, LLC. No distribution, publication, or
other use permitted without prior written authorization




zapthink
Based upon the numbers above, what is the ROl for your project? How many months
until breakeven?

EXTRA CREDIT: If you have time, answer the following question. In what way will
your SOA project contribute to a positive ROI for each of other four of the five core
business drivers we’ve discussed?

All content and material Copyright © 2011, ZapThink, LLC. No distribution, publication, or
other use permitted without prior written authorization






Architecting with the Cloud

Module 10
Licensed ZapThink Architect Bootcamp

Copyright © 2011, ZapThink, LLC
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A:U:kzapthink

Module Goals

Upon completion of this module, you will have an
in-depth understanding of the current state of
Cloud Computing, how to make architecturally-
driven choices about the Cloud, and knowledge
of the challenges organizations face when
implementing Cloud Computing, including vendor
spin and governance.

Copyright © 2011, ZapThink, LLC 2




Q\\_‘,//k Cloud Computing:

—~— P -

"jjjzapthink Old Wine in New Bottles

World Wide Application
Web Service
- Internet-based .
Utl|lt¥ A Th'F;Irowdehrs .
Computing Protocols ird-party hoste
infrastructure

Pay-as-you-go
financial model

Virtualization
Abstracted physical
Software as a infrastructure

Service
Access to third-party

hosted apps On Demand

Dynamic
provisioning

Copyright © 2011, ZapThink, LLC 3

Q\\_U/; Formal Definition of Cloud

——

"jjjzapthink Computing

Cloud computing is a model for enabling
convenient, on-demand network access
to a shared pool of configurable
computing resources (e.g., networks,
servers, storage, applications, and
services) that can be rapidly provisioned
and released with minimal management
effort or service provider interaction.
(NIST)
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== Essential Cloud Characteristics
U

apthink

= On-demand self-service
— User provisioned resources
— Dynamically provisioned capacity
= Broad network access
— Capabilities available over the network
— Accessed through standard mechanisms
= Resource pooling
— Multi-tenancy

— Resources include storage, processing, memory, network bandwidth, virtual
machines

— Separate physical and virtual resources dynamically assigned on demand

— Location independence of the Cloud
= Rapid elasticity

— Resources can be provisioned rapidly in real time

— Can quickly scale out and can be released to scale in

— Resources appear to be unlimited and can be purchased in any quantity
= Measured Service

— Automatically optimize resources

— Resource usage can be monitored, controlled, and reported

Copyright © 2011, ZapThink, LLC 5
Source: NIST
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Cloud Service Models

CLOUD SERVICES TYPE SERVICE DELIVERED EXAMPLES

U, zapthink

Software as a Service

Platform as a Service

Infrastructure as a Service

Software as a Service Applications Salesforce.com, NetSuite, GXS,
Microsoft Windows Live

Nirvanix, RackspaceCloud,

Terremark Enterprise Cloud
Amazon AWS, Google App Engine

Copyright © 2011, ZapThink, LLC
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Source: The 451 and ZapThink




S = Cloud Deployment Models
U zapthink

PRIVATE CLOUD

Operated solely for
an organization.

PUBLIC CLOUD

Made available to
the general public or
a large industry
group and is owned
by an organization
selling cloud
services.

CLOUD

Shared by several
organizations and
supports a specific
community that
has shared
concerns

YBRID CLOUD

Composition of two or
more clouds (private,
community, or public) that
remain unique entities but
are bound together by
standardized or proprietary
technology that enables
data and application
portability

Source: Lockheed Martin
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Managed Hosting
Applications

Email & Messaging
VolP PBX Systems
Corporate Web Sites
Back-office Systems
Databases

In-house ERP/CRM

Managed Hosting vs. Cloud
A\erapthink

Computing

Cloud Computing
Applications

Burst Web Operations

Batch/Grid Processing

Backup and Storage

Test/Development/QA

Disaster Recovery

Software as a Service

Static and
Continuous

Copyright © 2011, ZapThink, LLC 8
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A\U_/fzapthink

Vendor Spin

e Promise of Cloud Computing:
you don’t have to buy
enterprise software any more!

e Vendor response: you must
buy or rent hardware and/or
software to do Cloud Computing!

* Private Clouds = virtualization
in your own data center (been
there done that, but now buy more gear!)

e PaaS = rent middleware from the middleware
vendors (you paid for it before, now pay for it again!)

Copyright © 2011, ZapThink, LLC 9
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Oracle’s Shopping List

Software as a Service

Platferm as a Service

Identity and
ACOOSS
Management

Container / Data
Middieware Managemeant

[ Provisioning | [ Chargeback | [ Metedng |

0 |Canfig 0 |
Copyright © 2011, ZapThink, LLC 10
Source: Oracle




Consumer
End user

Parner Ciouds

Service
Consumer Davelopment
& Business Tools
Manager
Senvice Dednition
Tools.
11 Hervcn L oved Management
e s o Lo
lmiage Creation
& Consumer Tooks
Adrunestrater <
ﬁsemc‘ « Business Manager Senvce Transm" Manager Senvice joins Man -~ Source:
& % e ey IBM
Security & Reslliency ﬂ Service Security Manager Vs

Develaper ﬁ

: zapthink

Cloud Service Lifecycle

portal

On-boarding [
\ [1 Production
Provide additional IT asset ® |
information via portal for ‘{ Portal for service
service initiation | "
| requests, reporting,
Customer IT | notifications, and
Architect other cloud
services.
-Billing
Configuration, Customer -Payment
pricing and Administrator
ordering [ ]
Select a service,
configure options,
and price, and
purchase Cust
-Interim Move, Add, B"'s tomer T—
Change, M'-'s‘"ess APPLICATION
configuration anager SERVICES
change, reorders \ —_—
PLATFORM M Service
SERVICES [ ] / Instance
e / Termination
INFRASTRUCTURE I
SERVICES Cancel service
@ L
Service Management .
Service
Service Catalog Platform Consumer
Browse Process Engine * Middleware
Virtualized and Standardized
. Resources * Physical Assels
Browse offerings of Service i
interest from menu via Consumer
Source: IBM




\"5\‘// |

o Z
AU_Zapthkauttlng Through the Hype

governance initiatives?

policies?

Architecture & Governance

= What business problems does Cloud best address?

< How does Cloud fit into your IT strategy?

e What are pros & cons of Cloud vs. alternatives?

< How does Cloud fit into your governance framework?
— How does Cloud governance relate to existing

— What are your policies that apply to the Cloud?
— How will you create, communicate & enforce those

Don’t let the vendors drive!

Copyright © 2011, ZapThink, LLC 13

AU,: Cloud Computing Roadmap

apthink

e Are you an early adopter?

2. Define goals
 Financial
e Operational

1. Culture/support assessment 4.

- ‘Competitive >
e Service levels

3. Quantify benefits &
e OpExwvs. CapEx '
= —Performance targets
= Top-line benefits 7.

Define role of Cloud for
business & IT

= Which applications,
Services, other
capabilities

Mitigate risks

e Governance

= Security

Choose Cloud models
e ' Public, private, hybrid

Create-migration plans &
milestones
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25 pnEA Cloud Strategy (overview)

BUSINESS STRATESY | £
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cbijectives 5 ", Geumnes | Rarsiedes
ul * | TP | Transter
3 e | |
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H = . _ Bt
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Determine the R D [yt LIt S eum Aoaeoach word enginesr sustainable Enterpriss
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z < IT Managemant
w ol L |
Leverags cpplictble 7\\% el
currenitechnology . Confirm the IT
invesmant invesimant supports
'3 the Enterprise
/..—"\B\_:;_,_\ L] Ié)aﬁnel.hehjhjrz Direction
s VT nterprise
A T R Y Architechre
TRANSITION
STRATEGY
Copyright © 2011, ZapThink, LLC 15
Source: HP

EA Cloud Strategy (1)

Develop technology
initiotives to support
thabuzinass
chjactives

» Begin with
business

Datarmine the ObjeCtiveS

currant Entarprise
Architectore

e Leverage existing
assets

A

Leveroge applicable
current ?Echnobgy

invesh'n ant Copyright © 2011, ZapThink, LLC 16
Source:-HP
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E 'ﬂ? Gevernance

: < - = EA broader
. <. ¢‘ ¢ J - than IT
2N mm:—“ = - Architecture
| “ | suwctrs 1 sraareoy L;’L“L;"+ + Business
e @l A/ Architecture
@ | Aeslications e, e, f <
- E?‘,t & ey s | : = Business-
= |u ?E | 2 driven
= a =
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T\N{\eln

)Think, LLC
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A\szapthink

EA Cloud Strategy (3)

Confirm the IT
investmant suppor
the Enterprise
Dhrechion

=fine the future

|

Entarprize
Architectre

' TRANSITION
STRATEGY

e “Future EA” problematic

< Move to more agile environment that deals
better with continuous change

e “Direction” more than “Desired State”

Copyright © 2011, ZapThink, LLC
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EA Cloud Strategy (4)

Reviewthe
i" 1:‘ gpplications and Govern using ITIL and
:m“‘:':";uw infrastructurs and feedbod: intoa
Tobsh Appevkeh forword engineer sustainable Enterprise
forget enviranment Architechrs

e Right tool for the job!

Copyright © 2011, ZapThink, LLC
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Q\\‘__//;- Relationship between Cloud &

S e SOA

e SOA is an architectural approach; it is a philosophy
guiding the development and management of
applications

e Cloud is a deployment and operational model suited
to host certain Services under a SOA initiative

e Cloud in the SOA context:
Service implementation
deployment option

e SOA in the Cloud context: ‘;*1._.., .
application-level abstraction . ;
of Cloud resources

Copyright © 2011, ZapThir!
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== Cloud Deployment Choices

A:erapthink

Legacy App

Service-Enable Legacy
App & Compose “on-

= — premise” Services with
Extend Existing On- Deploy Complete  «c|oud” Services
Premise App App in Cloud =t

\'}\_‘ ///‘ |

=l = Services as a Service
:szapthmk

Etribors garisss Edanbs (anbad

bl G lewied e

premes Private Cloud
z " 5

Eanmniy Slous % ST

P Traste ol P g
L oRiganE

Cloud
Architecture...

= supports the full
spectrum of Cloud

sanvices

» allows building
private clouds while
leveraging public
clouds

Infrastructure as a service

(virtualized servers, storage, networking) Source: 1BM
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*::UA S Some Cloud Realities
Zapthin

e All Cloud servers are unreliable
— Providers use commodity hardware

= All Cloud servers affected by same
network and 10 bottlenecks

— Fast Cloud + slow pipes = slow

e Cloud networks are unreliable

— No telling how close two Cloud servers
are to each other

.. = Shared storage is always slow

Copyright © 2011, ZapThink, LLC

AUA hCloud Governance Challenges
zapt ink

e Data reside on systems you don’t control, may
be in other countries or legal jurisdictions

e Systems unlikely to have the same security
standards as you have internally

= No control over networks and systems

e Cloud governance program must provide the
means to control, monitor, and adapt
Services, both with on-premises and Cloud-
based implementations

Cloud governance program an essential prerequisite

Copyright © 2011, ZapThink, LLC 24
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Q\\‘__lfk- Governance-Related Cloud

“ U zapthink Issues

Erosion of data integrity

Data replication and coherency
Loss of privacy
Regulatory violation

Application sprawl
& dependencies

Hey boss. I'm not sure our covert
surveillance is real covert any more.

Copyright © 2011, ZapThink, LLC 25

:\\U/ﬁ Extending SOA Governance to
~ U zapthink the Cloud

Assert control over both internal &
external applications & data

Provide unified, Service-centric view of
IT environment across corporate data
center & the Cloud

Cloud governance tears down barriers
of concern between traditional IT &
the Cloud

Clears the way for secure, managed,
& incremental Cloud adoption

Logical step from SOA governance

Copyright © 2011, ZapThink, LLC 26
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W Dealing with Cloud Reliability

—~— | -

"jfzapthink Example: Amazon EC2

e The Amazon Elastic Compute
Cloud (EC2) environment can be amaz-onm
‘ . ' webservices
seen as a virtualized hosting
environment, not a merely a set of Services

e Governance of Amazon EC2 can therefore be
seen as an example of governance of virtual
machines

= Without adequate governance, virtual machine
deployments can lead to chaos!

Copyright © 2011, ZapThink, LLC 27

Q\\_‘,//; Cloud Governance as VM

T—

“ U zapthink Governance

e Virtual Machine (VM)
governance overlaps
SOA lifecycle governance

= Policies include: s 0 e
— Ability to control who can =
reboot a VM

— Who can add capacity to an
existing VM environment

— Who can delete existing VM S
instances

— Pricing policies based on usage data traffic

S —

= Without Cloud Governance, unwanted VM instances
can proliferate and cause unnecessary cost

= Lifecycle management of VM instances avoids rogue
instances

Copyright © 2011, ZapThink, LLC 28
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= Rogue Clouds
\erapthmk 9

» Like the early days of Web Services: JABOWS
issues

= Developers using capabilities undetected by IT
management

< Not unusual for a developer to dabble with
Amazon Machine Image (AMI) for a project

e Simply use personal Amazon @
account and credit card!

Copyright © 2011, ZapThink, LLC 29

\\‘\\‘//
== More Cloud Governance Pitfalls
\erapthm

e Cloud Services messages often
not SOAP

e Services often don’t have
WSDL contract

e Limitations of REST Services
(security, HTTP dependence)

e Testing in the cloud

e Most of all: lack of
understanding!

Copyright © 2011, ZapThink, LLC 30
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A\erapthmk Considerations

Cloud Governance: Run Time

e Cloud Service Providers don’t
communicate Service downtime
information to clients or users

» Client-side component (for example, an
XML gateway) responsible for
monitoring connection to the Cloud

e Client XML gateways can:
— Scan cloud-bound data for leakage of
private or company-sensitive data

— Filter traffic sent up to cloud
platforms

— Apply access policies to Cloud
Services

Copyright © 2011, ZapThink, LLC 31

"U:zaptthIOUd Availability & Failover

e Cloud availability issues

g‘ — Internet issues, disaster
g, @Q scenarios
& ' e Cloud failover
%

— Redundant clouds

— Failover, disaster recovery
policies

&

e Cloud business failure
et o 0 — What if Cloud provider

goes out of business?
— Who owns your data?

Copyright © 2011, ZapThink, LLC 32
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AU,: " Céloud Governance Checklist
Zapthin

v Distributed policy enforcement
— More pressing problem than asset management

v/ Form factors from DMZ to the Cloud b~ Poley

— Enforcement and monitoring must scale [ (e.9., XML Appliance)
— Hardware appliances and virtual PEP appliances

v Distributed, virtualized management
— No single point of failure

— Management components should be locally available.on
every PEP

v’ Central system of record for critical assets

Copyright © 2011, ZapThink, LLC 33

:}_‘W/g Cloud Governance Checklist

)/, zapthink (cont.)

v Loose coupling between PEPs and central repositories

v Ability to author centrally, but deploy globally

— Localized differences (time zones, IP addresses, SLAs, etc.)
must be mapped automatically during provisioning

v Global view of the application network
v’ Flexibility in policy language

v Equal relevance to internal SOA as to the Cloud
— Think of Cloud Governance as evolved SOA governance

v' Use the Cloud in the solution
— Governance solution should make use of Cloud Services

Copyright © 2011, ZapThink, LLC 34
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Case Study: reddit
Conde Nast

Copyright © 2011, ZapThink, LLC

N

N2
A:szapthink

What is reddit?

® reddit is an online community

Greddit ..

Copyright © 2011, ZapThink, LLC

Source: Jeremy Edberg, http://www.edberg

36
.org/jeremy
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A;szapthink

Conde Nast owns reddit

Copyright © 2011, ZapThink, LLC 37
Source: Jeremy Edberg, http://www.edberg.org/jeremy

ars technica

A Bmmass Gugen Gamby Mawe Mol OpmSess Gomes  TechPoly M [

Dungwons and Dragons Online; behokd & review of the Dull Mini 19v, Ubunts M warve of pirates has paors|
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Copyright © 2011, ZapThink, LLC 38
Source: Jeremy Edberg, http://www.edberg.org/jeremy
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= Timeline
\erapthmk

e April 2006 -- S3 for logos Amazon.com

Simple Storage
Service

e September 2007 -- S3 for thumbnails

» November 2008 -- EC2 for batch processing

Amazon.com
Elastic Compute
Cloud

e May 2009 -- EC2 for entire site

Copyright © 2011, ZapThink, LLC 39
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:U:Zapth“\ithat led us to AWS (part 1)

® Needed an easy way to distribute and
upload our logo (custom logo daily)

greddn‘ greddn‘

Amazon.com
Web Services
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flfzapthir\;llyhat led us to AWS (part 2)

®  Thumbnails!
®  Now have over 20 million items in a single s3 bucket.

Senate panel passes health bill ¢ bhe.co.uk
subn 3 ho a y freemarons
4Lormen h\rc save hide report
/& Weapons failed US troops during Afghan firefight
¥ u;f‘}i‘ y truth_Xsader
h\rc save hide report

Yao Ming enlisted as China anti-smoking

L
yfﬁ"’\ ambassador (bangokpost.com

Submittead 33 minu oy abourne
comment share save }|L|L report
— "
e Peter Schiff: "I fear that he could be the Fed
';, chairman who brought down the whole thing."

minutes ago by pets_or_meat
share save hide report
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,‘U:Zapth“\lNhat led us to AWS (part 3)

® Didn’t want to rent another cabinet
® Didn’'t want to buy more servers

New Servers
e

New Servers /M‘

Copyright © 2011, ZapThink, LLC
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A\erapthmk EC2 for Overflow

® Used openvpn to create a secure link to our
datacenter for batch processing

Open Source
Virtual Private
Network

o This was before Amazon offered the Virtual Private Cloud
service.

- Ran like this for about 7 months, slowing adding new
machines as necessary

. This went so well we decided to move our whole site to EC2
Copyright © 2011, ZapThink, LLC 43
Source: Jeremy Edberg, http://www.edberg.org/jeremy

Wy

A\erapthmk Moving to EC2

® Started by migrating all data
® Got a complete stack running on EC2

® Long Saturday night finishing the
migration and “forklifting” the last bits of
data

Copyright © 2011, ZapThink, LLC a4
Source: Jeremy Edberg, http://www.edberg.org/jeremy
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Architecture

Staging.Reddit.com Reddit.com
L Elasticlp @
, betareddit.com
HA_Proxy
= —
ECZ.mls ° Logger
EC2.clm

RabbitMQ

_-’g:

EC2.elm

Source: Jeremy Edberg,
http://www.edberg.org/jeremy

N &
A:szapthink

190 Virtual CPUs

338GB of RAM

9TB of Elastic Block Storage
2TB of S3 Storage

6.5 TB of Data Out / mo
2TB of Data In / mo

150M+ Pageviews and just one
sysadmin!

Copyright © 2011, ZapThink, LLC

Amazon.com
Elastic Block
Store: storage

external to EC2
instance

As of March 2010
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== Benefits
:szapthink

Data Center (per month) EC2 (per month)

Servers: $13K
Servers: $6K g
Cabinet (x3): $15K Storagg. . $1.5K
S Bandwidth:  $1.1K
Bandwidth: $2.5K Shomort: $1.2K
Support: N/A pport: )
Total: $23.5K Totalk $16.8K

29% Cheaper!

Based on Amazon public pricing, reddit open source
. — code, and public configuration information
Estimated Pricing

As of March 2010

Copyright © 2011, ZapThink, LLC 47
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== Benefits
:szapthink

Don’t have to procure servers anymore
No racking or imaging servers anymore
Time to market is faster

Multiple physical locations with AZs
Get “free” upgrades
Elasticity!

Availability Zones

Copyright © 2011, ZapThink, LLC 48
Source: Jeremy Edberg, http://www.edberg.org/jeremy
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:U,: . Pain Points
U, zapt

- Higher Latency

e Workaround: Fewer network calls, ask for
more data at a time.

Copyright © 2011, ZapThink, LLC 49
Source: Jeremy Edberg, http://www.edberg.org/jeremy

Wy ._
:U,: . Pain Points
zap

Amazon.com
Elastic Block
Storage

e EBS sometimes slows down a bit

e Workaround: Use caching and replication with
read slaves to avoid relying on a single disk:

Copyright © 2011, ZapThink, LLC 50
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Pain Points

Aifzapthink

e Instances go away sometimes

» Workaround: Avoid single points of failure and
make sure your servers have automated
configuration.

Copyright © 2011, ZapThink, LLC
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= Pain Points
U zapthink

eFixing these issues
made our app more
reliable and highly
available. We are better
off than when we
started.

.........................
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=t = _ Conclusion
:szapthmk

AWS saves us a lot of money
AWS gives us a lot of flexibility

® Moving to AWS has forced us to build
better applications and follow better IT
practices.

Copyright © 2011, ZapThink, LLC
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:UA —_— Module Review
Zapthin

e Cloud computing is...

— A model for enabling convenient, on-demand network
access to a shared pool of configurable computing
resources

e A rogue Cloud is...
— An ungoverned Cloud instance off the radar of management

e Delivery of a computing platform and
solution stack as a service is a definition of...
— Platform-as-a-Service (PaaS)

e The best way to cut through vendor Cloud hype is...
— Architecture & Governance

Copyright © 2011, ZapThink, LLC 54
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=l _ Final Exam
:szapthmk

SOA Jeopardy!

Copyright © 2011, ZapThink, LLC
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Thank Youl!
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ZapCo Scenario #2 — Fixing HR Processes

You have successfully presented the business case for SOA to management at

ZapCo, and now the EA team has a mandate to get started with a SOA initiative.
You’ve built a few Services, but now it’s time to take SOA to the next level.

You’ve been meeting with your fellow architects, as well as LOB representatives

and others across the organization, and you have decided on tackling your HR

processes as the next iteration of your SOA implementation.

ZapCo has a global HR organization based in the US, but also has separate HR
departments in 16 of its satellite offices outside the US. Each organization has its

own applications: the US operation has PeopleSoft, but the others are a motley

bunch of older, homegrown apps. Application consolidation is clearly a mandate

here, but so is streamlining key processes. The two HR processes that have been

the most trouble are new employee provisioning as well as employee

deprovisioning. Many ZapCo employees also relocate to different offices in

different countries from time to time, and dealing with the HR issues for these

transfers has always been an expensive, time-consuming nightmare for ZapCo.

Exercise #6 (Homework) — Building a Service Model

Based on either your own organization or the information in both ZapCo scenarios, craft
an initial draft of a Service model for the current iteration of your SOA initiative. For the
purposes of this exercise, assume you have a total of six months to execute on the
initiative, and you have three architects (including yourself), plus an app
dev/integration/QA team of 8 additional people to help you. As before, feel free to add
details from your personal experience to flesh out this exercise, but explain those details
as you go. If you make any changes to the resource assumptions noted above, please
detail those changes explicitly and how they impact the development of the Service
Model.

Your first challenge is in deciding the scope of this iteration, given the time and people
constraints, as well as the cultural and political context for the initiative. Then, you want
to take both a top-down and bottom-up approach. You should consider different types of
Services: business Services, infrastructure Services, etc., including at least one Service
that represents a business process, which you should decompose into a set of candidate
Services. Your deliverable is a list of the Services you will build, with sufficiently
detailed descriptions as to the specifications of each Service to both identify how they
should be composed into the HR processes you’re targeting, as well as how each Service
will be implemented. Finally, group the Services in the Service model into Service
domains.

Complete this exercise in the evening and turn it in when you get to class the next
morning. We will spend 20 minutes discussing the results at the beginning of the
following day in class.

Your first challenge is in deciding the scope of this iteration, given the time and
people constraints, as well as the cultural and political context for the initiative.
Then, you want to take both a top-down and bottom-up approach.



Scope Definition

Within given the time and people constraints, we have decided to address two business tasks:
1) employee provisioning
2) employee transition/transferring

Since employee transferring business case is not defined in full in the business requirements, we
will address only one business function of it — transferring from the employee provisioning
perspective.

Another aspect of the scope comes from the constraint of geographical distribution of legacy
applications and the nature of this legacy, i.e. from the fact the applications are old. This results in
decision to take any application changes needed for the solution out of the scope.

For the Presentation layer, we consider any modifications to the local Ul as out of scope because we
out-scope any modifications to the local systems. The only exception is for Employee Provisioning
application which has to be exposed with its own Web-based UI.

Business Services:
1. EmployeeProvisioning service (aggregate service)

a. Operation onBoardEmployee() — performs employee on-boarding into the
Provisioning system, i.e. provisioning the employee

b. Operation offBoardEmployee() — performs employee off-boarding from the
Provisioning system, i.e. de-provisioning the employee

c. Operation modifyInfo() — performs any modifications to the employee provisioning
information

2. HRTransitionProcess service (aggregate service)
3. HREmployeeTransition service (aggregate service)

a. Operation tranfferEmployeeProvisioning() — performs modification of the employee
provisioning information in the Provisioning system governed by the employee
transition process. The latter is supposed to address all other HR related
modifications of the employee information related to the transition of the employee
to new work location

4. HREmployeeTransitionCompensation service

a. Operation compensateEmployeeTransition() — performs compensation operation in
the HR systems if any of transition activities in the employee transition process fails.
The employee transition process specifies which activity (transition step) has to be
compensated.

Infrastructure Services:

It is assumed, the ZapCo has global security infrastructure in place. It includes services for the user
authentication, access control (per business service operation), data confidentiality (encryption),
data integrity (digital signing), and non-repudiation.

Based on the internal audit and industry regulations, all activities related to the setting employee
provisioning and its changes have to be done in auditable way. This results in creation of:
HRAudit service with one operation recordAuditEvent(). The latter has to form audit record based
on the specified event and store it in the persistent audit data store. The architectural decision about



implementation of this service is base it on the asynchronous service intermediary to minimize
influence on the business service performances.

Since provisioning related legacy systems are old, we have no time ( and some time ability) to
expose them as services. Instead, we need to build a set of SourceData services, special for each
type of data sources, to manipulate local provisioning data directly in corresponding data stores
(unspecified assumption here is that used data stores are vendor products and information about
them is available in the market)

Presentation/Ul Services:

EmployeeProvisioningTransformation service is dedicated to the data transformation for
presentation purposes in the provisioning area.

Other presentation services are out of scope.

Other Services:

We implement the employee transition process as a composite/aggregate HRTransitionProcess
service. For current project, the aggregate service includes only HREmployeeTransition,
HREmployeeTransitionCompensation, SourceData and HRAudit services. The aggregate service is
transactional service with compensation-based capability.

Service Domains:

Identified services belong to the following technical domains:
1) HR services — HRTransitionProcess, HREmployeeTransition,
HREmployeeTransitionCompensation
2) Security services — existing security service, plus, EmployeeProvisioning and HRAudit
service
3) Data access services A-, B-, C- D-SourceData services
4) Presentation services - EmployeeProvisioningTransformation



Service Model
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Service Contract and Sample Details

Interface Information

Service Name (1): Federated Query (FQ)

Service Description (1): FQ is a search service that searches across many disparate data sources
without duplicating data, by passing only queries and results between systems.

Semantic Model (0..1): Standard entities: Person (Biographical and Biometric identifiers),
Organization (Terrorist organization, business, education institution, etc.), Country, Location,
Object (Weapon, Vehicle, Computer, etc.), Event, Date, etc.

Number of Data Types (1): 5 (simplified example)

Data Types (0..n): free text (string/varchar2/CLOB), date, integer, floating point, binary
(BLOB),

Number of Operations (1): 10 (simplified example)

Operations (1..n): QueryDocuments, RateDocumentRelevance, RetrieveResultSet,
RetrieveDocument, RetrieveScannedimage, ExtractEntities, RetrieveNextSet,
RetrievePreviousSet, RetrieveNextDocument, RetrievePreviousDocument

Service Pedigree (1): Operational Production Service

Security Information

Access Criteria and Restrictions (0..n): Business/Functional Role(s), Security Clearance,
Security Caveats, Community of Interest (COIl) Memberships, Security Attributes
Information Security Marking(s) (0..n): Classifications, Caveats, COls, Attributes

Service Level Information
Number of Service Levels (1): 3 (simplified example)
Service Level Specifications (0.n): Response time, Number of concurrent queries, data quality

Implementation Information

Number of Schedule Dates (1): 7

Schedule Milestones (1..n): Implement initial service test environment, Implement initial
service production environment, Add data set 1 text search, Add data set 1 scanned images, Add
data set 2 text search, Add data set 3 text search, Add data set 3 scanned images.

Number of Operational References (1): 2

Operational Reference (0..n): FedQ Test URI, FedQ Production URI

Versioning Approach (0..1): Major release, minor release, build, patch

Point of Contact Information

Number of Contacts (1): 3

Contact (1..n): Project Manager, Technical Lead, Contract Officer, Contract Officer’s Technical
Representative

Service Access Point Information
Number of Service Access Points (1): 3
SAP (0..n): Portal URL, Authentication Info, URI




Exercise 2 — Creation of a SOA Roadmap/KPI Plan

Develop a visual SOA Implementation Roadmap based on the ZapThink SOA
Implementation Roadmap poster.

See [ZapThink Exercise - SOA Implementation Roadmap.ppt] for full-sized version:
ORGANIZATION
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p
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S8FVICES May Improve user
sapanance

Sketch an outline of the primary iterations your organization should complete to execute
on their SOA Vision.
Timeline steps are shown in the roadmap above. At a high level, some iterations include:
1. Establish governance process, governance team, and sponsor(s)
2. Approve policy changes to support agile service development
3. Create service contract template(s)
4. Implement messaging layer
5. (Begin iteration loop)
0 Select business problem
Perform BPR on selected problem
Design services
Create services and implement interfaces
Demonstrate business solution to sponsor
(Return to beginning of iteration loop)

OO0O0O0O0



Identify at least four different categories of milestones to measure (such as infrastructure,
organizational structure, etc) and identify how each measurement will help measure the
progress and business relevance of the SOA implementation.
1. Operational structure
a. SOA governance body created
i. KPIs: Number of members, number of meetings, number of topics
reviewed
b. Agile process approved
i. KPIs: Name(s) of signers, Date of signatures, version number
c. Sponsor identified
i. KPIs: Name(s) of Sponsor(s), Title of Sponsor(s), Date of Sponsor
approval
2. Governance
a. Contract template(s) created
i. KPIs: Number of contract templates, number of contract template
elements defined, contract template “dictionary” created to provide
guidance for interpretation and execution of contract templates
b. Initial services defined and prioritized
i. KPIs: number of services defined, priorities of services, date of
prioritization
c. Metadata standards approved
i. KPIs: Version of metadata standards, Date of metadata standards
approval, Names of approvers
3. Infrastructure
a. ldentity Service available
i. KPIs: Date available, Number of production services that use the identity
service, Date each production service connected to identity service.
b. Authentication Service available
i. KPIs: Date available, Number of production services that use the
authentication service, Date each production service connected to the
authentication service
c. Authorization Service available
i. KPIs: Date available, Number of production services that user the
authorization service, Date each production service connected to the
authorization service
d. Repository/Registry available
i. KPIs: Date available, Number of services registered, Number of artifacts
stored in the repository (per type)
4. Architecture
a. Architecture design approved
i. KPIs: Date approved, Name(s) of approver(s), Version number
b. Messaging middleware system operational
i. KPIs: Date available, Number of services sending messages, Number of
services consuming messages
c. 1% Line of Business complete
i. KPIs: Date completed, Number of services involved, Number of
operational users (concurrent, daily, weekly)



For each milestone category defined above (or as many as time will allow), outline at least
three steps in each category that measure progress against outcomes determined by the
business case.

See sub-bullets under previous question.

For each milestone above, what are the Key Performance Indicators (KPIs) or metrics that
you will use to determine whether progress has been made?
See sub-bullets under the question above.

Exercise 3 — Building a Service Model
(Services implement a Federated Query process.)

Business Services
e Login
Submit Query
Display results
Retrieve Document
View Document
View Scanned Image
Display Entities/Concepts

Infrastructure Services
e |dentification Services
o Create User

Modify User
Delete User
Disable User
Restore User

o Validate User
e Authentication Services

0 Assign Certificate

o Revoke Certificate

o Validate Certificate
e Authorization Services

o Grant Role
Revoke Role
Create User Attribute
Modify User Attribute
Delete Attribute
Verify Role

o Verify Attributes
e Service Registry

0 Register Service

o Discover Service
e Indexing Services

0 Index New Data

O 00O

OO0O0OO0O0



e Search Service
0 Send query to nodes
O Submit result statistics
o0 Calculate top documents
0 Retrieve document abstracts
e Geospatial Services
0 Normalize Address
0 Geo-tag Address
o Plot Locations on Map
e Entity Services
o0 Extract Entities/Concepts
0 Resolve Entities (identify multiple records that refer to the same entity)
o0 Extract Entity Relationships

Presentation/Ul Services
e Core presentation
o Portal presentation service
e Analytical Services
0 Render geospatial map
0 Render relationship diagram

Service Domains:

The service domains can be presented as a visual diagram as shown in the book showing the
above hierarchy as the various folder, subfolder, and service levels.

Exercise 4 — Up-Front ROA Analysis

In what way will your SOA project contribute to a positive ROA for each of the five core
business benefits we’ve discussed? (Reduction in expense, increase in reuse, improved
visibility, business empowerment, and business agility):
e Reduction in expense: by switching to a service model, much of the infrastructure can be
leveraged and reused by each service, rather than recreating it all for each project/system
e Increase in reuse: see previous bullet
e Improved visibility: By presenting services to users through a consistent interface, with
service discovery, users can find new services faster than they could in the previous
stove-piped system paradigm
e Business empowerment: by improving efficiency of activities, and creating composite
services and SOBAs, time to perform activities decreases, increasing the amount of work
products that can be produced.
e Business agility: Increase in effectiveness of employees by providing new services more
quickly than has been possible

Which business benefits will your ROI analysis focus on? Why?
e Business Agility



0 Time to deploy new capabilities
e Business Empowerment

o Improved efficiency of employee work (Return time to mission)
e Reduction in Expense

0 O&M reduction of duplicate services

0 Reduction of duplication

How would you calculate your initial investment in this project? Work through the
calculation, noting any assumptions you make for the purpose of the exercise.

e Costs:

0 Number of legacy systems/services to be integrated times average cost per service

Implement portal (front door)
Implement messaging infrastructure ESB
Implement security services for single sign-on
Expand infrastructure hardware and software to support new services

O o0Oo0o

How would you calculate the final value of the project? Work through the calculation,
noting any assumptions you make for the purpose of the exercise.
e Cost avoidance

o Employee hours (times average labor rate) that would be spent responding to an
emergency event (that it is our mission to prevent.)

o Operations and Maintenance hours (times average labor rate) not spent on the
maintenance of duplicate systems and services, once they are retired and replaced
with enterprise services.

e Efficiency

0 Hours (times average labor rate) saved by streamlining work processes

0 Number of increased work products generated through the additional time created
through efficiencies

What specific inefficiencies in the business is your SOA addressing? How much are you
saving?
e Duplication of effort
0 Design effort
o Implementation effort
0 O&M effort
e Employee time inefficiencies
o Time spend doing duplicate functions in multiple systems



Exercise 5 — SOA Infrastructure Plan

Based on your SOA Roadmap, explain what infrastructure is needed to define and expose
Services in the current I'T environments.

Development environment (full Web/App/Data tier design — mirrors Production)

Test and Integration environment (full Web/App/Data tier design - mirrors Production
Production environment (supports Test messages)

Identify service (Attributes)

Authentication service (cert/token)

Authorization service (Role-Based Access Control, Attribute-Based Access Control,
Discretionary Access Control)

XML accelerators (Hardware or software)

Messaging System

Metadata Registry/Repository

Explain what SOA infrastructure is needed to reliably execute those Services, without using
the term “Enterprise Service Bus” (ESB). Use only exact requirements for the
infrastructure runtime and network.

Development environment
Test and Integration environment
Production environment
Security Services

o Identification Service

0 Authentication Service

o0 Authorization Service
Presentation Service (Portal Server, Web/App servers)
Java/.Net Services
Messaging System
Transport Mechanism (TCP)
Network Layer (IP)
Data Link Layer (Ethernet)
Physical Layer (Fiber/Copper)

Describe infrastructure requirements for metadata management, design time, and change
management of those Services. Specifically, explore and explain the role of a Service registry
/ repository. How will it be used in design time, run time, and change time?

Design Run Change
Metadata Registry Discover Services Service lookup for Discover Services
binding
Metadata Repository | Design Artifacts Operational Runtime | Versioning Info
- Conformance Docs | Store Policies
- Schema - Messages
- Contract Versions - Policies
- Policies - Contracts
- etc. - Logs/Certs/Keys
- etc.




Which of your infrastructure goals fit into which iterations on your SOA Roadmap?
(Inserted as text comments in the SOA Roadmap.)

Exercise 6 — Building a Governance Framework

Which policies are within scope?
e Design Policies

(0}

(0]

Security
= All Services must leverage IAA security services
= All services must use central audit service
Metadata
= All metadata must adhere to approved standards
= All metadata must be stored in repository

e Runtime Policies

o
o

The system must adhere to the documented Quality of Service
The system must adhere the documented Service Level Agreement

e Change Management / Versioning Policies

o
o
o

o

All development must be performed in the Development environment

All code must be built into automated installation packages

All code must be deployed to the Test and Integration environment using the
automated installation packages

All changes must be tested in the Test environment

Changes may not be deployed to the production environment with any remaining
Priority 1 or 2 defects

All changes must adhere to the versioning standards

All changes must adhere to applicable coding, engineering, and SOA standards



Who is responsible for creating policies?
e SOA Governance Council
Enterprise Architects
Business Representative(s)
Operations and Maintenance Organization Lead
Chief Technology Officer
e Project Management Executive

Which policies are automatable?

In general, policies that deal with how data flows through the system and is handled are
automatable, whereas policies that describe human actions or interactions with the system may
be measurable, but are not automatable.

Security, Metadata, and Versioning policies are examples of prime candidates for being
automated. Service Level Agreement and Quality standards can also be largely automated, with
the exception of mandated human actions. Some Configuration Management policies can be
automated, but others (such as a manual promotion of software between disconnected
Development and Test networks) can not be automated.

How will policies be created and communicated?
Policies will generally be created and approved by the SOA Governance Council

Policies will be documented in an XML representation and stored in the metadata repository and
may be published using the registry. All service developers access relevant policies from the
repository. Policies that support automation should be automated in a Business Rules Engine or
other policy engine.

How will policies be represented?
Policies will be represented in XML and stored in the repository.

How will policies be discovered?
Policies will be stored in the repository and published through the registry.

What tools will people use to follow policies?
o Policy mediation system
0 Business Rules engine
0 Registry/Repository
0 Test cases to validate compliance

How will management get visibility into policy compliance?
o Policy mediation system
0 The metadata repository, by looking at stored compliance documentation and other
artifacts
o System Performance Metrics (for SLAs and Contracts that prescribe mandatory ranges
for key metrics)



How will mitigation issues be addressed?

Design-time non-compliance will be identified, and corrective action will be required by the
SOA Governance Council. Corrections will be made in the service implementation, policy
mediation system and/or repository as appropriate, and then verified by the SOA Governance
Council.

Run-time policy compliance issues, such as SLA non-conformance, will be evaluated by the
SOA Governance Council. If changes to a Business Rules Engine or a similar system would
allow for automated handling of future policy non-compliance, then those changes should be
made. If manual steps are required then those steps will be identified and performed.

How should you structure policies for staff to leverage the new SOA-based applications?
o0 XML format
o0 Entered into repository
0 Include sample code, schemas, or other artifacts as necessary to assist staff with
understanding policies

How should the architecture team be involved in the new governance framework?
The enterprise architects should be core members of the SOA Governance Council. They should
be involved in:
o Establishing contract templates
Establishing policies
Managing changes
Establishing metadata standards
Prioritizing services
Reviewing compliance

O O0OO0OO0Oo

How do you draw lessons from a current SOA iteration so that the same mistake doesn’t
affect the next iterations?
o Capture lessons learned in the repository as governance artifacts.
o0 Update repository sample code, contract templates (with new versions), schemas, and
other documentation as necessary to address the mistakes.
0 The team would then use the updated artifacts as guidance for the next iterations.



Exercise 9 — Development of a Business Case for SOA

Description of the Organization in which SOA Solution will be Proposed
(Describe the business overall including its size, IT organizational makeup, and relevant
organizational challenges.)

The SOA solution will be proposed for a large federal government agency with approximately
38,000 employees spread across the nation and many foreign countries. The IT organization
includes a mix of government and contract staff of approximately 1,800. The IT organization is
broken into four divisions, an IT Policy and Planning Office, an IT Project Management Office,
an IT Operations Division, and the Office of the Chief Technology Officer.

The organization is very heavily structured around a system-centric mindset. When new
capabilities are needed, a project is started to build a system to address the need. In most cases,
integration or even consideration of other systems is minimal. The separation of the IT Policy
and Planning office, which includes the enterprise architects, from the Office of the Chief
Technology Officer that leads implementation of some enterprise systems significantly limits the
role that EA plays in system development. Furthermore, other non-IT divisions fund and execute
technology development projects with little direct oversight or direction from the IT
organizations, although there are active efforts underway to change this.

There is a very heavy project management lifecycle and governance system. An agile
development process has been written and proposed (by me) but has not yet been formally
approved. There is a rigorous security testing process prior to deployment of any new system,
service, or capability.



Description of Pressing Business Problem to be solved through SOA
There are several closely interrelated business problems.

1.

It takes a very long time to deploy new capabilities, if they succeed at all. This is
primarily focused within the IT division, but limited IT development occurs enterprise
wide, so this is actually an enterprise-scale problem.

It takes an extremely long time to access key data because it is scattered across many data
systems that are currently owned by multiple divisions. This is definitely an enterprise
scale problem.

It is impossible for users to use analytical tools analyze all data because it is not in a
system where it can all be accessed. As a result, the staff must do analysis by hand,
which is a very slow and time consuming process. This is also an enterprise-scale
problem due to the number of different data systems owned by different divisions. The
creation of analytical tools can be an IT division problem, but connecting them to key
enterprise datasets is an enterprise problem.

There is a high cost of maintaining the separate systems, which often duplicate
capabilities, and the hundreds of point-to-point interfaces that have evolved among the
various systems. As IT functions are consolidated into the IT organization, this is
becoming primarily an IT division problem, although there are elements scattered around
the enterprise as well.



Choose one or more ROI characteristic(s) of SOA to be applied and explain how it will
address business problem.

ROI Characteristics: 1) Cost Reduction, 2) Reuse and Aggregation, 3) Reduction in Liability, 4)
Business Empowerment, 5) Increase in Business Agility

Cost Reduction

SOA would over time replace the hundreds of point-to-point custom interfaces between systems
with a smaller number of loosely coupled standards-based interfaces. These would be
significantly cheaper and easier to maintain.

If data were available to be found and accessed through a single system, users would save a
considerable amount of time that is currently used with accessing multiple systems. Sometimes,
the user has to still travel to specific workstations to access particular data sets. The user has to
know and use different interfaces to search for and retrieve data. The user needs to consolidate
the data so it can be analyzed together. (Because of the disparate systems, this is often easiest to
do in paper form which uses resources that cost money and takes time.) The user then needs to
manually analyze the data and determine the next appropriate actions.

Many of those steps will be drastically reduced in duration (and potentially material expense) if
the user can access all the data through a single system, and apply advanced analytical tools to
the data through the same interface. All of these factors can be estimated and total amount of
saved time per year per person could be calculated and converted into dollars (by multiplying
time by hourly rate.) Improvement in quality of work product due to an ability to perform more
advanced analysis on a larger amount of data is harder to quantify, but just as real and
compelling.

Reuse and Aggregation

Instead of one system having 147 point-to-point interfaces to other systems that were custom
coded over time and must be maintained, a much smaller number of common services can be
exposed that all other systems link to. Each other system can similarly expose common services.
Those services would then be heavily reused by having a central messaging and orchestration
system that then brokers information between those standard interfaces to serve the same
function of the previous 100+ custom interfaces.

Data from disparate systems would be aggregated, allowing much more efficient searching and
location of information (a key business factor), and enable new kinds of information analysis that
are not currently possible (another key business factor.)

Business Empowerment

As mentioned above, a significant amount of a user’s time (that can be estimated) will be freed
for the user to do additional work. This enables the organization to get more work out of the
same number of employees. In addition, the quality of the work will increase, because it will be
based on a broader range of information than may be practical now, and more advanced
analytical tools can be leveraged.



Increase in Business Agility

One of the biggest reasons for the current IT difficulties is the extremely long time it takes to
create or even modify any capability, and the culture that creates a new system to serve a new
need instead of adding the new capability to existing enterprise systems.

Once an SOA infrastructure is in place, services and service orchestrations can be changed much
more quickly and cheaply than making the changes to monolithic systems. New capabilities can
be created and deployed to end users much faster than is currently possible because the
infrastructure is reused instead of recreated.

Identify who your key influencers will be in the decision making process and their
influencer role (executive, economic, technology, or other.)
o Congress
o0 Strong oversight and governance role,
o0 Economic (funding) role
0 Agency head
o Executive role, and a strong driver of change, since he is held accountable
o CIO
o Economic role, since he controls much of the funding
o Executive role. The CIO is the deciding authority for many technological and
strategic questions

o0 Technology role in selecting the best technologies for given problems
0 Executive role, as he is the decision authority for many technology-related
decisions
o0 Project Management Executive
o0 Governance role. The PME is in charge of project management processes, which
have a large influence on the process of developing and deploying new
capabilities
0 Head of IT Policy and Planning
o Governance role. This office is in charge of project management governance
processes. This also has a large influence on the process of developing and
deploying new capabilities
0 Heads of Functional Divisions
0 Executive and Customer roles. The end users work in functional divisions that
are divided by mission area. The heads of these divisions represent their staffs,
determine allocation of resources (both funding and personnel) to support new IT
projects. These individuals strongly influence the priorities of IT development.



For each influencer, identify how SOA solution will benefit them and how important the
addressed business problem is to their daily responsibilities.
o Congress

(0}

o

Our organization will be able to demonstrate a significant acceleration in creating
new capabilities and improving our ability to perform our mission.

This is of strong interest to them, but is relatively minor in the overall context of
their daily responsibilities.

0 Agency head

(0]

o CIO

o CTO

(0}

He is held accountable to Congress and others for our organization’s ability to
perform our mission. He will be able to demonstrate the new capabilities and
show our accelerated improvements.

This has a very strong impact on his day to day responsibilities.

The CIO controls the IT budget, and loses a great deal of his budget to
maintaining hundreds of custom interfaces and other inefficiencies. He is held
accountable by the agency head to deliver new capabilities and improve existing
capabilities. The SOA solution will enable him to accelerate the pace of both of
these needs.

This has a very strong impact on his day to day responsibilities.

The CTO is held accountable for implementing new technologies on behalf of the
CIO. A SOA architecture would allow the CTO to respond to new requirements
much more rapidly and at less cost than is currently possible.

This is a significant part of his day-to-day job, and would have a strong impact.

0 Project Management Executive

o

o

The Project Management organization is responsible for planning and managing
the projects to create new capabilities. This is now almost exclusively treated as
the development of new systems. There is a very heavy overhead involved in
managing larger projects, and they are inherently very risky. An SOA
infrastructure would allow projects to be broken down into much smaller pieces,
simplifying management and oversight requirements (and reducing the associated
costs) and reducing risk.

This has a relatively small effect on the day to day responsibilities of this
influencer compared to the others.

0 Head of IT Policy and Planning

(0]

The head of IT Policy and Planning is held accountable for IT governance
activities. This currently involves a very time consuming review of thousands of
pages of project documentation and artifacts for very large projects. Breaking
projects down into much smaller efforts to create services would reduce the
current governance overhead, which simultaneously changing the types of
governance activities performed. New SOA-related governance would be added.
Instead of being the “paperwork police” they would be actively involved in
improving the infrastructure and processes.

This would have a significant impact on day to day activities, because it changes
their nature considerably.



0 Heads of Functional Divisions

0 The head of each functional division is held accountable for that division’s ability
to meet its mission. They are almost universally frustrated at the slow pace of IT
change. All heads of the functional divisions would see an improvement in their
employees ability to perform their mission if the IT organization was able to
begin adding new capabilities and improving the efficiency of the existing
capabilities to meet their needs.

o Improving the pace of IT enhancements and providing new services that meet
their requirements would have a profound effect on their divisions’ abilities to
perform their mission.
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Question 1 - SOA Project ROI contribution (1)

- Reduction in expense

»  Currently each Software AG country has its own HR structure, processes and tools - HR is very
heterogeneous. By rolling the SOA HR processes out to the enterprise all targeted countries are using
the very same infrastructure, processes, tools, thus cutting down the overall cost for the HR
departments.

- Increase in reuse

»  There are very common services like the logging or emai I services, reusable in many composition
services and processes. Other services like the inventoryAssignment can not only be used by HR
processes, it is a cross-departmental service as it will be used by the IT department as well.

- Improved visibility

» By generating the company organigram on the fly (was a manually process before) it can always be
produced with the most up-to-date information, on any company level necessary.

» By introducing the central inventory management (the HR processes are utilizing them by assigning
workspace, IT and other inventory items to new employees) a company wide inventory management and
query system is installed, allowing to access company wide inventory information in a very timely
manner.

- Business empowerment

»  The process of hiring an employee was very time consuming. The employee data had to be entered in
multiple legacy systems, assigning managers, actualizing the company organigram was a manual task. By
moving on to the SOA HR processes these tasks are done automatically or much faster respectively.

»  The time needed to get a new employee up to speed is reduces drastically by leveraging the “setup
workspace” and “provide kickoff support” sub processes.

- Business agility
»  The HR department can react faster on business requirement changes
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Question 2 - Business benefit focused by ROI (1)

- ROI will focus on cross-departmental cost reduction as:

» heterogeneous systems are consolidated

» many old, expensive legacy systems operating in different countries
are replaced by a single one

» HR (in the first SOA rollout wave) processes are much more efficient
(and thus less expensive)

» The enterprise-wide inventory system (in the second SOA rollout
wave) can reuse services from the HR project

» New employees are brought up to speed faster, thus they are earlier
productive

» As the inventory can be queried, a checklist can be used for
returning the fired employee equipment, shorten potential
equipment “losses”
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Question 3 - Calculation of the initial investment (1)

- Assumptions for calculations
» Daily human resources costs used for calculations

< SOA Architect, SOA Governance, SOA QA: EUR 400,-
% IT Operations: EUR 250,-
% Project Management: EUR 500,-
% Business Analyst: EUR 350,-
% Quality engineer: EUR 350,-
« Developer (Service, Process, GUI): EUR 300,-
% Program/Project Management Office: EUR 250,-

» Coarse grained project plan

« Team size remains constant through all 3 iterations

% Iteration 1: duration 7 month (152 days) (see fine grained project plan)
% Iteration 2: duration 5 month (100 days)

% Iteration 3: duration 4 month (80 days)

% Pilot total: 15 month (332 days)
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Question 3 - Calculation of the initial investment (2)

= Infrastructural costs

» SOA infrastructure software licenses: EUR O,-
< As we’re a vendor of the complete SOA stack products, we’re going to use our own
products; no additional SOA relevant licenses are needed.

» Enterprise testing software licenses: EUR 100.000,-
< Using usual market price as no vendor has been chosen yet.
» Hardware: EUR 80.000,-

< Hardware for SOA Development Environment and Enterprise Testing; Blade Servers
are offering best price performance ratio.
10 Blades with dual quad core CPUs, Blade Rack, network infrastructure; no high
availability needed for Test Environment, thus no clusters are necessary.

» Sum of infrastructural costs: EUR 180.000,-

» Additional safety factor 20%: EUR 36.000,-

» Total infrastructural costs: EUR 216.000,-
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Question 3 - Calculation of the initial investment (3)

- SOA Task Forces, SOA PMO, SOA IT cost

» SOA Architecture Task Force: EUR 531.200,-
< 4 persons * 332 days * EUR 400,-
» SOA Governance Task Force: EUR 265.600,-
< 2 persons 332 days * EUR 400,-
» SOA Quality Assurance Task Force: EUR 398.400,-
< 3 persons 332 days * EUR 400,-
» SOA Program Management Office: EUR 83.000,-
< 1 person 332 days * EUR 250,-
» SOA IT Operations (hardware, support): EUR 83.000,-
< 1 person 332 days * EUR 250,-
» Middle & Top Management (cross-org.): EURO,-
< Costs for Middle- & Top Management does not contribute due to corporate policy
» Sum of SOA Task Forces, SOA PMO & SOA IT: EUR 1.362.100,-
» Additional safety factor 20%: EUR 272.220,-

» Total for SOA Task Forces, SOA PMO & SOA IT: EUR 1.633.440,-
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Question 3 - Calculation of the initial investment (4)

- SOA pilot project costs (iteration 1 only)

» Cost of Data complexity: EUR 236.250,-
< 3.500 semantics * 30% (relational complexity) * EUR 225
» Cost of Service complexity: EUR 220.000,-
« 55 service methods * EUR 4.000
» Cost of Process complexity: EUR 210.000,-
< 3 processes * EUR 70.000 (high cost due to GUI development)
» Cost of Enabling Technology solutions: EUR 625.000,-
< 25 Legacy Systems * EUR 25.000
» Sum of Pilot project costs: EUR 1.291.250,-
» Additional safety factor 20%: EUR 258,250,-
» Total for SOA Pilot Project: EUR 1.549.500,-
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Question 3 - Calculation of the initial investment (5)

- Total for SOA Task Forces, PMO & IT: EUR 1.633.440,-

- Total Pilot Project: EUR 1.553.760,-

- Total Infrastructural costs: EUR 216.000,-

- Grand Total for SOA Initiative: EUR 3.403.200,-
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Question 3 - Budget cross check (1)

- Cross-checking the SOA Pilot Project costs by calculating the personal cost for the involved
resources according to the coarse- and fine grained project plans

- Pilot project
>

Project Manager: EUR 166.000,-
3 1 person 332 days * EUR 500
»  Project Management Office: EURO,-
- Staffed by SOA PMO, thus costs already included
»  Business analysts: EUR 232.400,-
<« 2 persons 332 days * EUR 350
»  Quality Assurance: EURO.-
- Staffed by SOA QA Task Force, thus costs already included
»  SOA Architect: EUR 0.-
<« Staffed by SOA Architecture Task Force, thus costs already included
»  Service Developer: EUR 298.800,-
- 3 persons * 332 days * EUR 300
»  Business Process Developer: EUR 298.800,-
<« 3 persons * 332 days * EUR 300
»  GUI Developer: EUR 298.800,-
- 3 persons * 332 days * EUR 300
»  IT Operations (hardware, support): EUR 0.-
<« Staffed by SOA IT Operations, thus costs already included
»  Sum of Pilot Project: EUR 1.294.800
»  Additional safety factor 20%: EUR 258.960,-
»  Total Pilot Project: EUR 1.553.760,-
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Question 3 - Budget cross check (2)

- The Pilot project costs calculated using the complexity formula (EUR
1.549.500,-) are relatively equal compared to the costs calculated using
the resources costs (EUR 1.553.760,-)

- This cross-check has to be made in order to make sure that the budget is
sufficient, allowing the teams to be staffed for the full SOA pilot project
duration.

- If the cross check shows significant differences the calculation
assumptions have to be checked for correctness (team headcounts, work
item durations, project iteration scope & durations, complexity factor
numbers...)
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Question 4 - Final value calculation (1)

- Assumptions
» Due to corporate policy, when calculating ROI the first project cost
has to include all necessary infrastructure costs as well. In our case
the cost for the SOA Task Forces, SOA PMO and the SOA IT Operations
has to be added to the pilot project costs.
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Question 4 - Final value calculation (2)

- Actual figures:

» Targeted countries for the HR Business Processes: 15
» Headcount HR departments in all 15 countries: 18
» Headcount IT Operations departments in all 15 countries: 24
» HR employee annual cost (average, incl. all taxes): EUR 56.000,-
» IT employee annual cost (average, incl. all taxes): EUR 70.000,-
» Legacy systems involved: 25
» Annual average cost per legacy system: EUR 150.000,-

- Actual annual costs for the 15 counties targeted
» Personal: EUR 2.688.000,-
< HR: 18 employees EUR 56.000,- each
< IT: 24 employees EUR 70.000,- each
» Legacy systems: EUR 3.750.000,-
< 25 Legacy systems EUR 150.000,- each

» Total annual costs HR & IT departments: EUR 6.438.000,-
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Question 4 - Final value calculation (3)

- New figures after full SOA Pilot project rollout:

» New Headcount HR in all 15 countries 12

< 6 employees can be moved to other duties due to business empowerment
» New Headcount IT Operations in all 15 countries 19

< 5 employees can be moved to other duties due to legacy system shut down
» Legacy systems involved 17

< 8 legacy systems can be switched off due to new HR SOA
- New annual costs for all 15 counties
» Personal EUR 2.002.000,-
< HR: 12 employees EUR 56.000,- each
< IT: 18 employees EUR 70.000,- each
» Legacy systems EUR 2.550.000,-
< 17 Legacy systems EUR 150.000,- each

» Total annual costs HR & IT departments: EUR 4.552.000,-
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Question 4 - Final value calculation (4)

- Actual total annual costs HR & IT departments: EUR 6.438.000,-
- New SOA total annual costs HR & IT departments: EUR 4.552.000,-

- Annual cost savings: EUR 1.886.000,-
» EUR 6.438.000 - EUR 4.552.000
- Annual cost reduction: 29,29%

» 1-(EUR 4.552.000 / EUR 6.438.000)

- ROI reached after: 21,65 month
» (SOA Pilot cost 3.403.200 / cost reduction EUR 1.886.000,-) * 12 month

SOA Architect Certification - Exercise 9 Wolfgang Mostl Page 14




5 software*

Question 5 - Addressed inefficiencies (1)

- Centralization of legacy systems
» Due to the centralized HR SOBA, out of 25 different legacy systems related to the HR SOBA,
8 can be switched off, reducing their number to 17
» The average annual legacy system costs is EUR 150.000,-
thus 8 * 150.000,- = EUR 1.200.000,- can be saved per year by legacy system
homogenization
» The IT Operations department headcount responsible for the operation of the 25 legacy
systems can be cut down from 24 to 19 employees, thus 5 * 70.000 = EUR 350.000,- can be
saved per year on IT operations budget
- HR Business Empowerment
» The HR department headcount in the 15 targeted countries can be cut down from 18 to 12
employees due to process automation and optimization, thus 6 * 56.000 = EUR 336.000,-
can be saved per year on HR budget
» Due to much faster employee hiring process, new employees are earlier productive. Pretty
difficult to express this as a monetary figure. Let’s assume each new employee is 2 day
earlier productive, and on the average 1 day is worth EUR 200,-. Let’s assume further 45
employees are newly hired per year.
Cost saving can be expressed as 45 employees * 2 days * EUR 200 = EUR 18.000,- per year.
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